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Introduction 

Network reconnaissance faces two fundamental challenges: discovering which devices are 
alive on a network, and identifying the services running on those live hosts. Manual 
approaches using basic tools like ping or arp-scan prove inefficient and limited. Ping fails 
against firewalls blocking ICMP traffic, while arp-scan only functions on directly connected 
networks. Manually checking 254 IP addresses on a single /24 subnet becomes prohibitively 
time-consuming, and scanning thousands of ports per host using telnet scripts is completely 
impractical. 

Enter Nmap, the Network Mapper. First published in 1997 as open-source software, Nmap 
has evolved into the industry-standard network scanner. Its power lies in flexibility and 
sophistication adapting to various network scenarios while providing reliable, detailed 
reconnaissance data. This guide explores Nmap's essential capabilities for effective network 
scanning. 

Learning Objectives 

This comprehensive guide covers: 

• Discovering live hosts on local and remote networks 
• Finding running services on discovered hosts 
• Distinguishing between different port scan types 
• Detecting service versions and operating systems 
• Controlling scan timing for stealth and efficiency 
• Formatting and saving scan outputs 



Note: Throughout this guide, Nmap commands are executed with root privileges (using 
sudo) to access advanced scanning capabilities. Running Nmap as a non-root user limits 
functionality to basic scan types like ICMP echo and TCP connect scans. 

Target Specification 

Nmap offers flexible target specification methods: 

• IP Range - Use hyphens for sequential addresses: 192.168.0.1-10 

• CIDR Notation - Specify subnets using slash notation: 192.168.0.0/24 

(equivalent to 192.168.0.0-255) 
• Hostname - Target systems by domain name: example.com 

Host Discovery 

Before scanning for services, identifying live hosts optimizes efficiency. Nmap's -sn option 

(ping scan) performs sophisticated host discovery that goes far beyond simple ICMP echo 
requests. 

Local Network Discovery 

On networks where your system connects directly via Ethernet or WiFi, Nmap employs ARP 
requests for host discovery. This technique proves highly reliable since ARP operates at 
Layer 2 and typically bypasses firewall restrictions. Additionally, ARP responses reveal MAC 
addresses, enabling vendor identification through OUI (Organizationally Unique Identifier) 
lookups—valuable intelligence for device type classification. 

When scanning the local 192.168.66.0/24 network, Nmap sends ARP requests to each 
address. Responding devices are marked as 'Host is up' along with their MAC addresses 
and identified vendors. This scan completed in mere seconds, discovering all seven active 
hosts on the 256-address subnet. 

Remote Network Discovery 

When scanning networks separated by routers, ARP becomes unavailable since it doesn't 
route beyond local segments. Nmap automatically adapts its strategy, employing multiple 
techniques: 

• ICMP echo requests (traditional ping) 
• ICMP timestamp requests 
• TCP SYN packets to port 443 
• TCP ACK packets to port 80 

This multi-pronged approach increases discovery success rates. If one method gets blocked 
by a firewall, others might succeed. Hosts responding to any probe are marked as live and 
proceed to the port scanning phase. 

List Scan 

The -sL option provides a dry-run capability, listing all targets that would be scanned 

without actually scanning them. This proves invaluable for verifying target ranges before 
launching actual reconnaissance, preventing accidental scans of unintended networks. 

 

 



Port Scanning Techniques 

After discovering live hosts, the next phase involves identifying listening services. With 
65,535 possible TCP ports and another 65,535 UDP ports per host, efficient scanning 
techniques become critical. Nmap offers multiple scan types, each with distinct advantages 
and detection profiles. 

TCP Connect Scan 

The TCP connect scan (-sT) represents the most straightforward scanning method. It 

completes the full TCP three-way handshake with every target port: SYN, SYN-ACK, ACK. 
Open ports accept the connection, which Nmap immediately terminates with a RST-ACK 
packet. Closed ports respond with RST-ACK without establishing a connection. 

While reliable and requiring no special privileges, connect scans generate significant logs on 
target systems since full connections are established. This makes them easily detectable by 
intrusion detection systems. 

SYN Stealth Scan 

The SYN scan (-sS) improves stealth by sending only SYN packets—the first step of the 

TCP handshake. When a port responds with SYN-ACK, Nmap knows it's open but 
immediately sends RST instead of completing the handshake. Since no full connection 
establishes, this technique generates fewer logs and often evades basic detection 
mechanisms. 

SYN scanning requires raw packet manipulation capabilities, necessitating root privileges. It 
represents Nmap's default scan type when run with sufficient permissions due to its balance 
of speed, stealth, and reliability. 

UDP Scan 

While TCP dominates network services, UDP hosts critical protocols including DNS, DHCP, 
NTP, SNMP, and VoIP. UDP's connectionless nature makes it ideal for real-time 
communications and broadcasts, but also complicates scanning. 

The UDP scan (-sU) sends UDP packets to target ports. Closed ports typically respond with 

ICMP port unreachable messages, while open ports either respond with UDP data or remain 
silent. This ambiguity makes UDP scanning slower and less reliable than TCP scanning, but 
no less important for comprehensive reconnaissance. 

Port Range Control 

By default, Nmap scans the 1,000 most common ports. Customize this behavior with: 

• -F - Fast mode scanning only the top 100 ports 

• -p10-1024 - Scan specific port ranges 

• -p-25 - Scan all ports from 1 to 25 

• -p- - Comprehensive scan of all 65,535 ports (equivalent to -p1-65535) 

 

 

 

 



Port Scanning Summary 

Option Explanation 

-sT TCP connect scan - completes three-way handshake 

-sS TCP SYN scan - only first step of handshake (stealth) 

-sU UDP scan for connectionless services 

-F Fast mode - scans 100 most common ports 

-p[range] Specifies port range; -p- scans all 65,535 ports 

 

Service and OS Detection 

Discovering open ports tells only part of the story. Knowing which services and versions run 
on those ports—and which operating system hosts them—provides crucial intelligence for 
security assessment and vulnerability analysis. 

Operating System Detection 

The -O flag triggers OS fingerprinting. Nmap analyzes subtle variations in TCP/IP stack 

implementations—differences in how systems respond to malformed packets, set TCP 
options, or handle edge cases. These variations create unique signatures that Nmap 
compares against its extensive database. 

While highly accurate, OS detection isn't perfect. Nmap typically provides ranges (e.g., 
'Linux 4.15 - 5.8') rather than exact versions. Virtual machines, custom kernels, and 
deliberate fingerprint obfuscation can reduce accuracy. 

Service Version Detection 

The -sV option probes open ports to determine exact service versions. Rather than relying 

solely on port numbers (which can be misleading), Nmap connects to services and analyzes 
their banners and responses. This reveals specific software versions like 'OpenSSH 8.9p1 
Ubuntu 3ubuntu0.10', providing precise information for vulnerability assessment. 

Aggressive Scan 

The -A flag combines OS detection (-O), version detection (-sV), script scanning, and 

traceroute into a comprehensive reconnaissance package. This convenience comes at the 
cost of increased visibility—aggressive scans generate significant traffic and easily trigger 
intrusion detection systems. 

Forcing Scans 

Some hosts don't respond to host discovery probes but still run accessible services. The -

Pn flag (skip ping) treats all hosts as online, forcing port scans even against non-responsive 

targets. This proves essential when scanning hosts behind strict firewalls that block ICMP 
and discovery packets. 

 



Detection Options Summary 

Option Explanation 

-O Operating system detection via TCP/IP fingerprinting 

-sV Service and version detection 

-A Aggressive scan: OS detection, version detection, scripts, 
traceroute 

-Pn Treat all hosts as online; scan hosts appearing down 

 

Timing and Performance 

Scan speed directly impacts detectability. Rapid scans complete quickly but generate 
obvious traffic spikes that trigger security systems. Slow scans evade detection but require 
significant time. Nmap provides granular timing control to balance these competing 
requirements. 

Timing Templates 

Nmap offers six timing templates, selectable by name or number (-T0 through -T5): 

Timing Template Scan Duration (100 ports) 

T0 (paranoid) 9.8 hours - waits 5 minutes between ports 

T1 (sneaky) 27.53 minutes - waits 15 seconds between ports 

T2 (polite) 40.56 seconds - waits 0.4 seconds between ports 

T3 (normal) 0.15 seconds - default speed 

T4 (aggressive) 0.13 seconds - assumes reliable network 

 

Fine-Grained Control 

Beyond templates, Nmap offers precise performance tuning: 

• --min-parallelism / --max-parallelism - Controls simultaneous probes 

per host group 
• --min-rate / --max-rate - Specifies packet transmission rate 

(packets/second) for entire scan 
• --host-timeout - Maximum wait time per host, useful for slow targets 

Output and Reporting 

Effective reconnaissance requires not just gathering data, but properly recording and 
formatting it for analysis. Nmap provides comprehensive output control for real-time 
monitoring and persistent storage. 



Verbosity and Debugging 

The -v flag enables verbose output, displaying real-time progress through scan stages: ARP 

ping scan, DNS resolution, and port scanning. Increase verbosity with -vv or specify levels 

directly (-v2). Press 'v' during scans to dynamically increase verbosity. 

For deeper insights, -d enables debugging output with levels up to -d9. Higher debug levels 

generate extensive information suitable for troubleshooting scan behavior. 

Output Formats 

Nmap supports multiple output formats for different use cases: 

• -oN <filename> - Normal output, human-readable format 

• -oX <filename> - XML format for parsing and integration 

• -oG <filename> - Grep-able format optimized for command-line processing 

• -oA <basename> - Saves in all three formats simultaneously 

The -oA option provides maximum flexibility, generating .nmap (normal), .xml, and .gnmap 

(grep-able) files with a single command. 

Complete Command Reference 

Category / Option Explanation 

Target Specification  

-sL List scan - displays targets without scanning 

Host Discovery  

-sn Ping scan - host discovery without port scanning 

Port Scanning  

-sT / -sS / -sU TCP connect / TCP SYN / UDP scans 

-F / -p- / -Pn Fast mode / All ports / Skip host discovery 

Service Detection  

-O / -sV / -A OS detection / Version detection / Aggressive scan 

Timing  

-T<0-5> Timing templates: paranoid to insane 

--min/max-rate Control packet transmission rate 

Output  

-v / -d Verbose output / Debug output 

-oN / -oX / -oG / -oA Normal / XML / Grep-able / All formats 

 



Key Takeaways 

• Nmap adapts reconnaissance techniques based on network topology 
• Different scan types balance stealth, speed, and privilege requirements 
• Service version and OS detection provide critical vulnerability assessment data 
• Timing control enables both rapid reconnaissance and stealthy enumeration 
• Multiple output formats support different analysis workflows 

Conclusion 

Nmap represents the gold standard for network reconnaissance, combining flexibility, power, 
and reliability. From basic host discovery to comprehensive service enumeration, its 
sophisticated capabilities adapt to diverse scanning scenarios. Understanding scan types, 
timing controls, and output formats transforms Nmap from a simple port scanner into a 
complete reconnaissance platform. 

This guide covers essential Nmap functionality for effective network mapping. Mastering 
these fundamentals provides the foundation for advanced techniques including script 
scanning, firewall evasion, and custom reconnaissance workflows. Whether conducting 
security assessments, network inventories, or vulnerability analysis, Nmap remains the 
indispensable tool for understanding network topology and service exposure. 

 

Continue developing reconnaissance expertise through hands-on practice and real-world 
application. 


